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characters)

Consensus

Your Al Research Assistant. Search
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Why do we need Al Observability?

e Trust Al / Transparent Al

O Quality of Outputs is difficult to measure. Outputs can e.g. be inaccurate, unhelpful, poorly formatted,
hallucinated or error.
Cost of Compute or Tokens is a priority again given high inference costs.
Latency of Model Responses matters for synchronous use cases.
Debugging is Challenging due to increasingly complex LLM applications (chains, agents, tool usage).
Understanding user behavior is difficult given open-ended user prompts and conversational interactions.
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What is Observability?

Logging
Arbitrary events that happen in your system
Like prompts, completion, function calls, images, etc

Prompt




What is Observability? co'ﬂ

Metrics
Aggregate data points over time

Like token usage, latency, error rate, etc.
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What is Observability?

Tracing
Tracking of multi-step processes
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Name

query_with_retrieve.workflow

L~ retrieve.task

L> openai.embeddings

L> pinecone.query

L~ chat.task

L> openai.chat

Kind

workflow

task




What is Observability?

Logging
Arbitrary events that happen in your system
Like prompts, completion, function calls, images, etc

Metrics
Aggregate data points over time
Like token usage, latency, error rate, etc.

Tracing
Tracking of multi-step processes



Existing Al Observability Tools

® Open Source Projects

o OpenlLLMetry / Traceloop
O Langfuse

® Commercial Tools

O Instana
O Dynatrace
o Datadog



Traceloop

=== traceloop Traceloop Demo Free plan - Upgrade -0: .

aeasrun_ld:ﬂaomesvsssa?és) | (1963 prompts ) + (657 completions ) = (2620 Tokens ) | (oomsusp) (1479s) | 15 Nov2024 2012:04.772 GMT+2

Name Duration

«| openai.chat <3
OpenAlAgent AGENT 148¢s Prompt LLM Data Details
openai CHAT 13 s - [Ip—
ueryEngineTool TooL 82s
Querykng @ You are an expert Q&A system that is trusted around the world. B
Always answer the query using the provided context informatien, and not prior
llama_index_retriever_query WORKFLOW 825 knowledge.
Some rules to follow:
. 1. Never directly reference the given context in your answer.
retrieve TASK 0.328 s [ . . . .
2. Avoid statements like 'Based on the context, ...' or 'The context information
.' or anything along those lines.
get_query_embedding TASK 0.263 s (]
openai EMBEDDIN.. 0,201 s '
A Context information is below. D
synthesize LELLS 77s file_path: openllmetry/integrations/traceloop.mdx
file_name: traceloop.mdx
[ openai CHAT 76s — ] url:
https://github.com/traceloop/docs/bleb/main/openllmetry/integrations/traceloop.mdx
openai CHAT 49s L ] .

title: "LLM Observability with Traceloop"
sidebarTitle: "Traceloop"

<Frame>
<img src="/img/trace.png" />
</Frame>

[Traceloop] (https://app.traceloop.com) is a platform for observability and
evaluation of LLM outputs.

It allows you to deploy changes to prompts and model configurations with
confidence, without breaking existing functionality.

## Connecting OpenLLMetry to Traceloop directly

On Traceloop, API keys can be generated from the [Traceloop Dashboard]
(https://app.traceloop.com/settings/api-keys), for each of the three supported
environments (Development, Staging, Production).

G

Go to [Traceloop Environments Management] (https://app.traceloop.com/settings/api-

keys)




Traceloop

=== traceloop traceloop

Growth plan  -0: Q

( Production X  Development X  Staging X C) (Last‘ld days 3)

‘iﬂ Overview Add new
E8]
Models Requests Total Price Daily Cost
@ apt-40 130118 ($195.57) $28
@ text-embedding-3-large 55948 ($0.25)
©® gpt-35-turbo 45 ($0.01) $21
@ claude-3-5-sonnet-20241022 39 ($0.00)
@ claude-3-sonnet 6 ($0.00) $195.82421 $14
@ rerank-multilingual-v2.0 4 ($0.00)
@® opt-do-mini 3 ($0.00) $7
@& models/gemini-1.0-pro-latest 2 ($0.00)
@ cemini-1.5-flash-001 1($0.00) $0 ! 1
Nov 6 Nov7 Nov9 Nov1 Novi13 Nov15 Nov17 Nov19

Requests Amount Tokens Amount Median Latency

2600 800000 8s

1950 600000 6s

e —
1300 400000 4s S
650 200000 2s >
0 ° o ° 0 ) sa 0s = e o
Nov5,19:00 Nov72%:00 Nov11,09:00 Nov13,1:00 Nov 15,13:00 Nov5,19:00 Nov7,21:00 Nov11,09:00 Nov13,1:00 Nov15,13:00 Nov5,19:00 Nov721:00 Nov11,09:00 Nov13,11:00 Nov 15,13:00

RAG




Instana

IBM Instana Shar

IBM Instana share o et answ @ ®

° 2 =
AL LLM:DC1@dc-pink1.fyre.ibm.com @ ':)\ Analytics > L5 Logs ¥ Read :‘Ogv 12 Nov 13
6
OTel LLMonitor
H S T Nov 12 4 [:L';\, Analytics Smart alerts
AL LLM:DC1l@dc-pinkl.fyre.ibm.com ore tivonitor Lasthour ¥ D> Live o
= Service v
ad =
A e .

09:29:51 17:29:51 19:29:51

OTel LLM
Total Tokens Total Cost Total Request Counts

25,494 0.25 28

Instance ID
1

Oldest first

{3 2024-11-12,15:30:00 Query Bedrock for question: What is the captical of France ... Un]

Total Tokens by Model Total Cost by Model Total Request Counts by

2024-11-12,15:30:00 Found credentials in environment variables. [m]

clat

2024-11-12,15:30:05 -- running wikipedia France |

WARN 2024-11-12,15:30:05 call wikipedia https://en.wikipedia.org/w/api.php ... @

okens
2024-11-12,15:30:05 HTTP Request: GET https://en.wikipedia.org/w/api.php?action=query&list=search&srsearch=France&form @

at=json "HTTP/1.1 200 OK"
@ claude-v2
2024-11-12, 15:30: query return @

2024-11-12,15:30:10 Based on the observation provided, Wikipedia does not directly state what the capital of France is. Howeve @
r, it mentions that France is located primarily in Western Europe, and I know that Paris is the capital and lar
gest city located in Western Europe. So my thought process is: Thought: The Wikipedia observation does n
ot directly mention the capital of France. But I know Paris is the capital and largest city in Western Europe
where France is primarily located. Action: No action needed since I already have the knowledge that Paris i
4:41:44  14:46:44 4 5:06:44 15:21:44 ac 15:31:44 15:36:44  15:41:44 s the capital of France. Answer: The capital of France is Paris.

Novi2

IBM Instana
IBM Instana Shar tanswers () ®

i Nov12 A Event E:sgtlhuur
&) Analytics > = Calls S . .

[

T2

All Inciden Issues

g

B 9\. Internal trigger Trace ID: 947b99858ad221229¢c4£b470c405£562
Bl Erroneous call rate is higher than normal  service impact Was this event helpful? oy 1)

i/' Download 3\ Analyze Calls of this Trace

o0
85

2

e

\ ed: 2 -12. 15:40:23 i i
 started: 2024-11-12, 15:40:23 Started Duration Severity

Service bedrock_chat_service )
g Nov 12, 2024 1m 33s Warning
Operation bedrock.completion

Tags

[{"type": "text", "text": "Here is my thought process:\n\nThought: a3 Description
To find the capital of France, I should look it up on Wikipedia.
\n\nAction: wikipedia: France\n\nPAUSE\n\nObservation:

* According to Wikipedia, France is a country primarily located in
Western Europe, consisting of metropolitan France and several
overseas regions and territories. The capital and largest city is Description

@ Ca“S Paris.\n\nThought: Wikipedia directly states that the capital of
France is Paris.\n\nAnswer: The capital of France is Paris."}]

gen_ai.completion.0.content [{"type' T Qg Bedrock Chat Service

llm.usage.total_tokens 774
® Starte . 0 | y gen_ai.system anthropic

ternal trigger BATCH gen_ai.prompt.0.role

gen_ai.prompt.0.content "What is the c... Metrics
B bedrock_chat_... ~INTERNAL Se——— 15 329ms
In 1§ Internal tr f o bedrock_chat_service Inhe n I al tri gen_ai.request.max_tokens 512 4-Error Rate —Threshold Violations
bedrock.com OPENTELENMSWS——— 3 336ms 40.00"

To T Unspecified of g% Unspecified gen_ai.usage.prompt_tokens 669

chat_bot_wik... ~ INTERNAL ‘ 591ms

I gen_ai.request.model claude-v2
al tr

bedrock.com...  OPENTELEM gen_ai.response.model claude-v2
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Full Stack Al Observability with OpenTelemetry

Custom Application

LangChain Llamalndex

GenAl Frameworks

Vertex Al Anthropic

Telemetry

Vector Databases

OSA CON | November 19-21, 2024

12



OpenTelemetry Collector

Customer
Instrumentation

OTel Collector

- Receiver Instana
Agent/Backend
Data Source

Processor

3rd party services

DCGM Service, Prometheus Service etc

https://www.otelbin.io/



https://www.otelbin.io/

OpenlLLMetry & Traceloop
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OpenLLMetry & Traceloop

® Open Source project based on OpenTelemetry

O Provider Instrumentations: OpenAl, Anthropic, Bedrock, Gemini, and others
o Vector DB Instrumentations: Pinecone, Chroma, and others
o Framework Instrumentations: Langchain, Llamalndex, and others

e Metrics, Logs and Traces
e Using standard attributes
e Compatible with any observability platform



Open Source Work for GenAl Observability

® Semantic Conventions

BT Instrument Type Unit (UCUM) Description Stability
@) St ru Ct ure gen_ai.client.token.usage Histogram {token} Measures number of input and output tokens used [experimentar]
O Attribute names ' N _
Attribute Type Description Examples Requirement Level
o M et riICS names gen_ai.operation.name string The name of the operation being chat ; text_completion Required
ff. - I . performed. [1]
‘ O I C I a I n St ru m e n t a t I O n S gen_ai.request.model  string The name of the GenAl model a requestis  gpt-4 Required

o PythO n being made to.

gen_ai.system string The Generative Al product as identified by  openai Required
the client or server instrumentation. [2]

gen_ai.token.type string The type of token being counted. input ; output Required
server.port int GenAl server port. [3] 80 ; 8080 ; 443 Conditionally Required If
server.address is set.
gen_ai.response.model string The name of the model that generated the  gpt-4-8613 Recommended [experimerta]
response.
server.address string GenAl server address. [4] example.com : 10.1.2.80: Recommended

Jtmp/my.sock

https://opentelemetry.io/docs/specs/semconv/gen-ai/



https://opentelemetry.io/docs/specs/semconv/gen-ai/

Q&A

@traceloopdev

@gyliu513
@nir_ga
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